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 Government demands for the production of electronic evidence come in two basic forms:  
grand jury subpoenas duces tecum and search warrants.  While the power of a grand jury to 
compel the production of electronically-stored information (“ESI”) is extremely broad, a client 
may still negotiate the scope of, or object to, a grand jury subpoena before producing anything, 
thereby protecting privileged and confidential information.  In the case of a search warrant, 
however, the client has no such ex ante ability to negotiate or to object.  Thus, in the age of ESI, 
the execution of a search warrant may lead to the seizure of extraordinary volumes of irrelevant, 
privileged, and/or protected data, including those belonging to third parties.  Because the courts 
have shown little inclination to adapt their Fourth Amendment “search and seizure” 
jurisprudence to the realities of our digital culture, clients may have to engage in some “self-
help” to ensure that their sensitive information, and that of their clients, remains protected.  This 
article discusses the threats to our privacy in the age of ESI search and seizure and suggests some 
possible steps for preventing disclosure of protected electronic information. 
 
I. GRAND JURY SUBPOENAS DUCES TECUM 
 
 A. Authority and Oversight 
 
 Rule 17(c) of the Federal Rules of Criminal Procedure authorizes a grand jury to compel 
the production of “books, papers, documents, data, or other objects the subpoena designates.”1  
Indeed, the grand jury’s power to subpoena non-testimonial information is quite broad, and the 
Government’s demands, often quite sweeping.2  Moreover, the Government’s documentary 
subpoena power is not subject to the strictures of the Fourth Amendment, which governs only 
“searches and seizures” of information.3  In the context of a subpoena duces tecum, by contrast, 
the recipient of the subpoena still controls the materials demanded and can object to the scope of 
the subpoena before any production (“seizure”) occurs.4  Because the “intrusion” of a subpoena 
duces tecum is much less significant than that of a search warrant, the courts generally apply a 
lower threshold of “reasonableness” than in the Fourth Amendment context.5 
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 The Government’s subpoena power is not, of course, wholly beyond the control of the 
courts, as “[g]rand juries are subject to judicial control and subpoenas to motions to quash.”6  As 
a practical matter, however, the only limitation on the Government’s power in this regard is the 
requirement that a subpoena duces tecum be “reasonable.”7  “Reasonableness,” in turn, generally 
hinges on the relevance of the demands to the investigation, the particularity of the demands, and 
the burden placed on the subpoenaed party, in terms of scope and time frame.8  In any challenge 
to a subpoena duces tecum, the subpoenaed party bears the burden of proving 
“unreasonableness,” and the courts are highly deferential to the grand jury in this regard.9 
 
 B. Negotiations over Scope and Privilege 
 
 As both a legal and a practical matter, a subpoena recipient is well-advised to negotiate 
limitations before asking the court to quash or modify a subpoena duces tecum.  First, some 
courts have considered the recipient’s efforts to confer with the Government over the subpoena’s 
scope when assessing the recipient’s “burdensomeness” objection.10 
 
 Second, the Government is usually amenable to reasonable restrictions on the scope of a 
subpoena duces tecum, because (a) the Government knows that it tends to draft such subpoenas 
in an extremely broad manner, and (b) once the subpoena recipient makes clear its intent to 
cooperate fully, prosecutors are generally open to discussion about how they can obtain the 
greatest amount of relevant information in the shortest period of time. 
 
 As such, counsel for a recipient of a subpoena seeking ESI should, after careful 
consultation with the client, approach the Government to negotiate reasonable restrictions on the 
scope of the subpoena.  Such restrictions typically include (a) a narrower time frame; (b) a 
limitation on the number of “custodians” whose files must be searched; and/or (c) specific search 
terms (“keywords”) that will guide the client’s efforts to collect responsive ESI.11 
 
 In addition, given the prominence of privilege considerations in the production of mass 
quantities of ESI, counsel should seek agreement with the Government regarding the 
“inadvertent production” of privileged materials.  Although such inadvertent production may or 
may not constitute a waiver of privilege (and, thus, the Government may or may not have to 
return such privileged materials), the Government does have some incentive to reach agreement, 
because subpoena recipients are typically able to produce documents more quickly when they do 
not have to engage in a painstaking, document-by-document privilege review.12 
 
 Even if the Government refuses to accommodate the client on this point, all hope is not 
lost.  First, the law of inadvertent waiver is in flux, with the courts trending toward greater 
protection for privileged materials disclosed in this manner.13  Thus, depending on the 
jurisdiction, and on the facts underlying the inadvertent production, the client may be able to 
recover its privileged documents and avoid any waiver of protections. 
 

Second, Congress is currently debating proposed Federal Rule of Evidence 502, which 
would dramatically strengthen a subpoenaed party’s claims that its inadvertent production of 
privileged information does not constitute a waiver of any privilege.14  The addition of Rule 502 



would go a long way toward providing some degree of comfort to subpoenaed parties and 
minimizing protracted battles over alleged waivers of privilege.15 
 
 C. Motions to Quash 
 
 If the Government is not amenable to reasonable restrictions in the foregoing areas, the 
client may wish to seek court intervention through a Motion to Quash.  As noted earlier, the 
outright quashing of a subpoena duces tecum is – in light of subpoena standards and the court’s 
deference to the grand jury’s broad authority – highly unlikely.16  Nevertheless, courts 
unequivocally have the power to modify subpoenas where full compliance would be 
unreasonable or oppressive.17  As such, to the extent that Government intransigence may impose 
undue burdens on  a party from whom the Government has demanded wide-ranging electronic 
document production, the court may intervene to impose reasonable limitations on scope.18 
 
 If the subpoena recipient is an individual, she may also move to quash the subpoena if 
compliance would violate her Fifth Amendment privilege against self-incrimination under the 
“act of production” doctrine.  Under this doctrine, the court may quash a subpoena where the 
compelled production of otherwise unprivileged information could implicitly communicate 
incriminating facts, such as the existence, custody and control, or authenticity, of the questioned 
information.19 
 
 Finally, it should be noted that the recipient of a grand jury subpoena duces tecum is not 
the only party who can contest its scope, as the courts have held that third parties whose 
legitimate interests – such as privacy or privilege – might be infringed by compliance with the 
subpoena also have standing to challenge it.20  The importance of this right cannot be 
underestimated, because the inevitable delay between receipt of a subpoena and compliance 
therewith affords the recipient the opportunity to notify affected third parties about the 
subpoena’s existence and scope, thus allowing those third parties to intervene to protect their 
interests.  As we will see later in this article, search warrants do not provide interested third 
parties with such an opportunity. 
 
 D. Summary 
 
 As the foregoing suggests, a client faced with a subpoena duces tecum maintains at least 
some amount of control over the process.  First, there is no government intrusion onto the 
client’s property, and the client can choose to cooperate or to challenge the subpoena prior to any 
production.  Which direction the client takes will often depend on its ability to negotiate the 
terms of the subpoena before responding thereto.  Even failing negotiations, however, the client 
can turn to the courts for an ex ante ruling on the scope of any necessary production.  Likewise, 
the client can notify affected third parties, who may also seek the court’s assistance. 
 
 Second, when producing responsive documents, the client can segregate – and avoid 
producing – irrelevant information that is “intermingled” with responsive data in its computer 
system.  Such segregation and exclusion from production would, of course, include privileged 
materials. 
 



 Third, though not addressed in detail above, the client can track its production of ESI by 
reviewing documents prior to production, maintaining an exact electronic copy of all information 
produced, and Bates-numbering individual electronic documents for future use.21 
 
 As the following section shows, this degree of control simply does not exist in the context 
of search warrants for electronic evidence. 
 
II. SEARCH WARRANTS 
 
 A. Authority and Oversight 
 
 Rule 41 of the Federal Rules of Criminal Procedure governs the issuance of search 
warrants.  For the purposes of this article, the critical provisions of Rule 41 are those that 
(a) expressly provide for the issuance of warrants seeking ESI;22 (b) vest a United States 
Magistrate Judge with authority to issue warrants;23 (c) include “evidence of a crime” among the 
“property subject to search or seizure;”24 (d) require a finding of “probable cause” before a 
warrant can issue;25 and (e) command identification, in the warrant, of any property to be 
searched and/or seized.26 
 
 As Rule 41 itself provides, a federal Magistrate Judge oversees all federal search warrants 
on an ex ante basis.  That is, the Magistrate must find probable cause to justify the search and 
seizure, and he must pass on the scope of the search and seizure with reference to the property 
specifically identified in the warrant, before the warrant will issue.27 
 
 In light of Rule 41’s requirements, the U.S. Department of Justice has drafted detailed 
guidelines for federal agents who are applying for a warrant to search for ESI.28  Setting aside the 
threshold issue of establishing “probable cause” to believe that relevant evidence will be found in 
the place(s) to be searched, the DOJ advises agents to specify the scope of the search in its 
warrant submissions, which should include reference to (a) the crime(s) being investigated; 
(b) the target(s) of the investigation; (c) the relevant time period; (d) the particular ESI sources to 
be searched; (e) the role of those data sources in the alleged crimes; and (f) a strategy for 
conducting the search.29  It is the last of these items, search strategy, that raises the most vexing 
questions in the logistics of searches for electronic evidence, an issue that we will address in 
some detail below. 
 
 B. Constitutional Limitations 
 
 In addition to the requirements set forth in Rule 41, the Fourth Amendment to the United 
States Constitution and the extensive case law interpreting it represent another source of 
limitation on the power of the Government to search for and seize ESI.   The Fourth Amendment 
provides that 
 

[t]he right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, 
shall not be violated, and no Warrants shall issue, but upon 
probable cause, supported by Oath or affirmation, and particularly 



describing the place to be searched, and the persons or things to be 
seized.30 

The Fourth Amendment is much broader than Rule 41, in that the United States Supreme Court 
has interpreted the Amendment to protect essentially anything in which an individual has a 
subjective expectation of privacy, as long as society accepts that expectation as objectively 
“reasonable.”31  The Court’s Fourth Amendment jurisprudence also extends well beyond 
searches and seizures conducted pursuant to valid warrants, a topic outside the purview of Rule 
41 (and of this article). 
 
  1. Probable Cause 
 

Like Rule 41, however, the Fourth Amendment explicitly concerns itself with “probable 
cause” in the context of search warrants.  Stated simply, “probable cause” exists where “the facts 
and circumstances within the [federal agent’s] knowledge, and of which he has reasonably 
trustworthy information, are sufficient in themselves to persuade a person of reasonable caution 
to believe the search is justified.”32  Probable cause does not require certainty, merely a 
reasonable belief that the material to be seized will be found during a search of the designated 
property.33  The courts assess the “reasonableness” of such a belief under a “totality-of-the-
circumstances” standard, based on facts known at the time the agent applies for the warrant.34 In 
short, the “probable cause” threshold is less than onerous. 

 
 2. Particularity 
 
The Fourth Amendment also concerns itself with Rule 41’s “particularity” requirement, 

which incorporates identification not only of the place to be searched, but the specific items to 
be searched for and seized once there.35  The purpose of this prerequisite is to remove from the 
searching agents all discretion as to what can be searched and seized,36 thereby eliminating the 
abuse of the “general warrant” and the “writs of assistance” prevalent at the time of our nation’s 
independence.37 

 
In the context of searches for contraband, fruits of crime, or “mere evidence” within 

computers, “particularity” requires specification of the ESI to be searched and seized, not merely 
of the physical structure that houses those data.38  If the search warrant is inadequate on this 
point, the courts may find the warrant invalid and the search, unlawful.39  Contrarily, as long as 
the warrant specifies a time frame, the alleged criminal activity, and the type of evidence the 
agents expect to find, the courts will almost certainly uphold the warrant against a “particularity” 
challenge.40 
 
 C. Practical Problems in Computer Searches and Seizures 
 
  1. The Volume of Electronically-Stored Information 
 
 Setting aside such metaphysical issues as whether electronic data stored on a computer 
even exists in “physical” form or whether such storage mechanisms can be analogized to “closed 
containers” for Fourth Amendment purposes, there exist several practical, logistical problems in 



the search and seizure of ESI.  The first of these is the sheer volume and complexity of 
information that may be stored on a computer hard drive.  As one commentator describes it: 
 

No longer merely word processors or data aggregation tools, 
computers now function as diaries, photo albums, stereos, 
telephones, desktops, file cabinets, waste paper baskets, and 
televisions.  Computers have storage capacities greater than ever 
before; today, most basic personal computers come with at least 
eighty gigabytes of storage, the equivalent of forty million pages of 
text or eighty thousand books.  In addition to storing the 
documents and files users consciously save, computers also 
typically record “metadata” – information about the creation and 
modification of documents – as well as data deleted by the user, 
which investigators may be able to recover fully or partially.  
Computers also store information about the websites a user has 
visited on the Internet.  With sixty-six percent of all homes in the 
United States containing computers, and their massive ability to 
retain information for and about their users, courts have become 
increasingly concerned about balancing privacy interests against 
the government’s need to search electronic storage devices.41 

Thus, federal agents executing a search warrant for computer information face the prospect of 
locating the proverbial “needle in the haystack,” as they may have to sift through tens (or 
hundreds or thousands) of millions of pages of documents to find those identified in the warrant. 
 
 The possibility of such searches has rendered the old “search and seizure” paradigm 
moot.  In the olden days, agents simply searched the area specified in the warrant (e.g., a house, a 
union hall, a warehouse) until they came upon, and seized, the type of documents specified in the 
warrant.  In the computer age, however, agents must search the specified area in order to seize 
the computers contained therein, then search those computers in order to seize the information 
identified with particularity in the warrant.42  This new paradigm renders quaint notions of “open 
containers” and “closed containers” hopelessly outdated. 
 
  2. The Structure of Electronically-Stored Information 
 
   a. Relational Databases and “Intermingling” 
 
 Even more problematic than the volume of ESI in a typical computer is the structure and 
location of those data.  Again, without delving into the metaphysical, it is axiomatic that modern 
computer databases are “relational,” such that no matter how well-specified the sought-after data 
may be, they will be found among gigabytes of information that are unrelated and outside the 
scope of the warrant.  As even the U.S. Department of Justice recognizes: 
 

Searches for computer files tend to be more complicated.  Because 
computer files consist of electrical impulses that can be stored on 
the head of a pin and moved around the world in an instant, agents 
may not know where computer files are stored, or in what form.  



Files may be stored on a floppy diskette, on a hidden directory in a 
suspect’s laptop, or on a remote server located thousands of miles 
away.  The files may be encrypted, misleadingly titled, stored in 
unusual file formats, or commingled with millions of unrelated, 
innocuous, and even statutorily protected files.  As a result of 
these uncertainties, agents cannot simply establish probable cause, 
describe the files they need, and then “go” and “retrieve” the 
data.43 

 
The complexity of searches for ESI can hardly be overstated.  Digital data are simply collections 
of “ones” and “zeros” organized into groups, typically known as clusters (the smallest grouping) 
and sectors (a collection of clusters).44  A single document may span multiple clusters, which 
may, in turn, be physically stored in any open space on a computer hard drive.  Thus, in order to 
retrieve even a single document, the computer must track the various clusters storing the data for 
that document and interpret which part of the document is stored in which cluster.  Even the 
deletion of the document does not change this analysis, because when a computer user “deletes” 
information, the computer merely marks the disk space that the document occupies as 
“available” for new data.  Until that space is actually occupied (overwritten with new data), 
however, the document still exists and can be tracked and recovered.45 
 

Practically speaking, then, all electronically-stored information is “intermingled,” and 
specific data cannot be “seized” without some type of “search” to locate and retrieve it.46  Add to 
this equation the fact that much ESI is stored not on the hard drive of an individual’s personal 
computer, but on servers that may process information for untold numbers of users within a 
network, whether formal (e.g., a business) or informal (e.g., a chat room),47 and it quickly 
becomes apparent that the scope of any computer search will almost ineluctably be vastly 
overbroad.  Unfortunately, the intermingling inherent in relational databases has flummoxed the 
courts, which have pointed to intermingling as justification for broad seizures of data.48 
 
   b. Search Methodology and Location 
 
 Critics of sweeping seizures of ESI (including those whose ESI has been searched) have 
argued that even if the Government cannot identify, ex ante, exactly where it will find the data 
specified in the warrant, it can, at the very least, provide the Magistrate with a search 
methodology designed to locate such data.  The courts have almost uniformly rejected this 
suggestion.49  Not only do many courts believe that Magistrates are not well-equipped to 
appreciate the complexities of computer searches,50 but the courts generally manifest skepticism 
about methodologies – such as “keyword” searching – that would improve a criminal’s odds of 
hiding ESI described in the search warrant.51 
 
 Because all ESI is stored in a “relational” manner, and because ex ante methodologies to 
limit the scope of a search appear impractical, the odds of the Government conducting a 
computer search at the client’s location are close to nil.  Indeed, as much of the foregoing case 
law has made clear, the courts routinely uphold the wholesale seizure of computer hardware, 
software, peripherals, and data for off-site review.52  Likewise, DOJ prefers off-site searches, due 
to logistical constraints, minimized intrusion, and considerations of data handling.53 



 
 Because the courts do not hesitate to uphold the wholesale seizure (or, at a minimum, 
wholesale copying) of electronically-stored information, and because the Government manifestly 
prefers such seizures, it is essentially unavoidable that the execution of a search warrant at your 
client’s home or office will sweep up materials well beyond the scope of the warrant, including 
(a) materials protected from disclosure by one or more privileges, (b) materials that implicate 
your client’s right to privacy (or that of third parties); (c) materials as to which no probable cause 
to search or seize exists; and (d) materials relating to third parties as to whom no probable cause 
to search or seize exists. 
 
  3. Scope of the Post-Seizure Search 
 
 And the client’s problems do not end when the seizure ends.  Once the Government has 
possession of the client’s ESI, the Government will search it for information responsive to the 
warrant, a process over which your client will have no effective ex ante control.  How will the 
Government search the data?  Reflect on what we have learned to date:  the volume of data is 
extraordinary; relevant materials are “intermingled” with privileged and irrelevant data; forensic 
analysis is “more of an art than a science;”54 and real criminals are inclined to conceal 
incriminating data.55  The likely result?  Very broad, detailed searches for the information 
identified in the warrant, the kind of broad, detailed searches that are likely to uncover every type 
of sensitive information described above. 
 
 And what if, during such a search, the Government comes across ESI outside the scope of 
the warrant, that is to say, information for which no probable cause existed when the warrant was 
obtained and which is not described with particularity in the warrant?  Under the “plain view” 
doctrine, odds are good that the Government will be able to use it against your client.  Although 
a full discussion of “plain view” jurisprudence is beyond the scope of this article, the doctrine 
essentially allows a government agent to seize, without a warrant, any property discovered 
during an otherwise lawful search, if the incriminating nature of the property is immediately 
apparent.56 
 
 In the context of computer searches, the courts have – with only minor qualification – 
upheld the warrantless “plain view” seizure of facially incrimination information during a lawful 
search of ESI.57  And even where the courts disapproved of a plain view seizure, the Government 
could have remedied its Fourth Amendment violations simply by seeking proper warrants to 
pursue the searches at issue.58  In short, there appear to be precious few limitations on the 
Government’s power to “seize and search” electronically-stored information, and certainly none 
that allows the client to control its own destiny by withholding irrelevant or protected materials. 
 



 D. Challenges to Electronic Search and Seizure 
 
  1. Pre-Indictment Challenges 
 
   a. Rule 41(g) Jurisprudence 
 
 Despite the foregoing, the Federal Rules of Criminal Procedure do provide a mechanism 
for contesting the scope of a Government seizure of ESI.  Specifically, Rule 41(g) allows “[a] 
person aggrieved by an unlawful search and seizure of property or by the deprivation of 
property” to file a “Motion to Return Property” in the court whence the warrant issued.59  Where 
the allegation is one of an unlawful search or seizure, the movant – whether the owner of the 
property searched and seized or the ultimate victim of the improper search and seizure – must 
establish a Fourth Amendment violation; if successful, the court may order the seized property 
returned.60  The court may also deny return, however, if the Government can establish a claim to 
the materials that is consistent with Fourth Amendment jurisprudence, such as through the “good 
faith” exception to the exclusionary rule,61 or through case law that legitimizes certain uses of 
illegally seized evidence.62  At base, Rule 41 does not “trump” either Fourth Amendment 
jurisprudence or federal statutes when it comes to the use of illegally-obtained evidence.63 
 

Where the seizure was lawful, but the movant has nonetheless been “aggrieved” by the 
deprivation of property, the standard for obtaining a return of property is even higher.64  First, the 
movant must convince the court to exercise its equitable (or “anomalous”) jurisdiction over the 
dispute.  In order to do so, the movant must demonstrate irreparable harm and an inadequate 
remedy at law.65  Second, even if the movant is able to secure jurisdiction, he must, in order to 
prevail on the merits, show that the Government’s lawful possession of the ESI is 
“unreasonable.”66  In this regard, the courts assess whether the Government has a continuing 
need for the property for purposes of investigation or prosecution.  If so, the retention is 
generally deemed to be reasonable.  If not, the property should be returned to its rightful owner.67 

 
In the context of ESI seizures, and as the Government unabashedly concedes, Rule 41(g) 

motions rarely succeed.68  First, the courts will typically decline to exercise jurisdiction over the 
dispute where the Government offers to provide the property owner with a copy of any seized 
ESI.69  Second, even when the courts reach the merits of the dispute, return is rarely ordered, 
because the courts typically find that the Government’s need for the data outweighs the 
movant’s, as long as a criminal investigation or prosecution, or a civil forfeiture matter, is 
proceeding.70 
 
   b. The Ninth Circuit’s “BALCO” Opinion 
 
 On December 27, 2006, the Ninth Circuit Court of Appeals handed down its opinion in 
United States v. Comprehensive Drug Testing, Inc., 473 F.3d 915 (9th Cir. 2006), a case that 
illustrates most poetically all of the difficulties that the victims of an overly broad search and 
seizure may encounter when trying to protect their cherished right of privacy.  As such, this 
opinion, which we will call “BALCO” for short, is worth exploring in some detail. 
 



    (1) Factual Background 
 
 During its investigation into the illegal distribution of steroids to Major League Baseball 
(“MLB”) players through the Bay Area Laboratory Cooperative (“BALCO”), the Government 
identified 10 MLB players whom, it had probable cause to believe, received steroids from 
BALCO.  The Government then served a grand jury subpoena on MLB for all drug testing 
records of those 10 players (and, for unknown reasons, an additional player), but MLB 
responded that it had no such records.71 
 
 Having been rebuffed by MLB, the Government served grand jury subpoenas duces 
tecum on the two testing laboratories, Comprehensive Drug Testing, Inc. (“CDT”), and Quest 
Diagnostics, Inc. (“Quest”), that had processed drug testing samples for MLB.  The subpoenas 
sought testing for “all MLB players,” a request to which CDT and Quest informally objected as 
overbroad.  The Government then reissued the subpoenas to include only the 11 players named 
in the MLB subpoena.72 
 
 When the MLB Players’ Association (“the Players’ Association”) told the Government 
that it intended to move to quash the reissued subpoenas, the Government obtained search 
warrants for CDT’s and Quest’s premises from Magistrate Judges sitting in the two companies’ 
respective judicial districts.  These warrants identified their targets as the original 10 MLB 
players and authorized the Government to seize computers if an on-site search was 
“impractical.”73 
 
 The day after the Players’ Association and CDT filed their motions to quash the reissued 
subpoenas, the FBI executed the search warrant at CDT’s facilities.  CDT management called its 
outside counsel, who attempted to negotiate the scope of the computer searches with the 
Government.  After FBI agents threatened to seize and remove all of CDTs computers, CDT 
personnel reluctantly identified for the agents a specific computer directory that contained results 
for all of CDT’s sports drug testing programs.  The FBI then copied the entire directory for 
later review at its offices.74 
 
 Eighteen days later, the Players’ Association filed Rule 41(g) motions for the return of 
property, seeking the return of all information that did not relate to the 10 MLB players specified 
in the two search warrants.  Unfortunately for the Players’ Association, the Government had 
already reviewed the contents of the directory it had copied and had used the information 
gleaned from that review to obtain two new search warrants for specimens and records relating 
to over 100 professional athletes whose information appeared in the seized CDT materials.  
Immediately after the execution of those warrants at CDT and at Quest, the Players’ Association 
filed additional Rule 41(g) motions seeking the return of all such records seized.75 
 

Finally, perhaps in an effort to cover all of its bases, the Government served new grand 
jury subpoenas on CDT and Quest, which demanded production of the same type of information 
that the Government had just seized that same day during the execution of the search warrants.  
The Players’ Association then moved to quash these subpoenas.76 
 



 Upon hearing the various Rule 41(g) motions, federal district court judges in Nevada and 
the Central District of California ordered the Government to return to CDT and Quest all seized 
materials, except those relating to the 10 MLB players specified in the original warrants.77 
 
    (2) Majority Opinion 
 
 The majority began its opinion by assessing whether the Players’ Association had 
standing to contest the search of Quest’s facilities, a question that it answered in the 
affirmative.78  In doing so, the majority held that each of the MLB players whose drug test 
results were seized would have had standing to contest the seizure, even though they had no 
interest in the facilities searched and were not present for the search.79 
 
 The majority then moved on to a consideration of the four factors governing the district 
courts’ exercise of equitable jurisdiction, in order to assess whether such exercise was proper.  
Because the Government conceded one of the four factors, and the majority readily found in the 
Players’ Association’s favor on two more, it devoted most of its time to discussing whether the 
Government had, through the use of multiple subpoenas and search warrants, evinced a “callous 
disregard” for the constitutional rights of the players,80 a query that the majority answered in the 
negative.81 
 
 To support its ultimate conclusion, the majority set forth two subsidiary conclusions.  
First, the majority held that the Government did not act wrongfully when it served multiple grand 
jury subpoenas and search warrants demanding the same information.  According to the 
majority, because different standards govern the issuance of each demand and because recipients 
can challenge them in different ways, the two mechanisms are not mutually exclusive.82 
 
 Second, the majority noted that the warrants specifically authorized the seizure of 
computers if on-site searching was impractical.  In this case, the majority found, the Government 
had acted reasonably in seizing a mirror image (bitstream copy) of the relevant directory, even 
where files identified in the warrant were intermingled with information outside the scope of the 
warrant, because the warrant permitted such a broad seizure.83  The majority also held that the 
Government had no obligation to conduct “keyword” searches or to rely on the “searched party” 
to retrieve responsive documents, because the Government would have had no assurance that it 
was collecting all necessary information.84 
 
 Proceeding to the merits of CDT’s Rule 41(g) motions, the majority weighed the 
Government’s continuing need for the seized information against CDT’s right to its property 
under a “reasonableness” standard.85  In this case, the majority found, there was no reasonable 
basis for CDT’s request, because the Government had already provided CDT with copies of all 
information seized, and the Government needed its copies for an expanded grand jury 
investigation into other possible MLB steroid users.86  The majority cautioned, however, that the 
Government had not complied with Tamura’s requirement of an off-site review by a neutral 
magistrate with respect to the Government’s retention of intermingled materials.87  Pending such 
a review, the majority found no reason to order the return of any property at all.88 
 



    (3) Dissenting Opinion 
 
 The dissent began its opinion by marveling at the Government’s “breathtaking” effort to 
expand the “plain view” doctrine, which, according to the dissent, “clearly has no application to 
intermingled private electronic data.”89  It then launched into a three-part attack on the 
Government’s “callous disregard” for the rights of the affected MLB players.  First, the dissent 
noted that both DOJ guidelines and the U.S. Attorneys’ Manual discourage the use of search 
warrants against non-target third parties, yet the Government executed search warrants precisely 
because it did not want to face opposition to its grand jury subpoenas.90 
 
 Second, the dissent observed, the Government rejected CDT’s requests for review by a 
U.S. Magistrate Judge – the very type of review the majority later required – and, instead, used 
its own preemptive review of the information to secure additional search warrants and 
subpoenas.91 
 
 Third, the dissent found it outrageous that the Government had threatened Quest with an 
obstruction of justice charge if Quest divulged the existence of the final subpoena, simply 
because CDT had sought to challenge the Government’s earlier subpoenas and search warrants.92 
 
 After finding the district courts’ exercise of jurisdiction proper under a “callous 
disregard” standard, the dissent then found that those courts were correct to grant CDT’s 
motions, because the Government admitted that while it had no probable cause to search for 
and/or seize any record beyond those relating to the original 10 MLB players, its actual seizure 
was vastly broader.93  The dissent also pilloried the majority’s proposal that a Magistrate review 
intermingled materials only after the seizure of these data and an aggrieved party’s objection, 
because affected third parties – who did not receive the search warrant – might not even know 
enough to object.94  The dissent further noted that because commingling is inherent in relational 
databases, the majority’s holding will ensure that the Government always seizes far more data 
than that to which it is entitled under the warrant, thus reducing affected parties to elusive ex post 
relief.95 
 
 In a scathing conclusion, the dissent observed that 
 

[t]he profound consequences of the majority rule are readily 
demonstrated by the case at bar.  Because they had no notice of the 
governments’s [sic] seizure, no objections were filed by the 
thirteen other major sports organizations, three unaffiliated 
business entities, and three sports competitions whose data was 
seized.  Therefore, a magistrate will never review that 
unauthorized seizure under the majority holding.  Under the 
majority’s rule, the government will also be allowed to retain all of 
the information it seized from those who did object because the 
information is co-mingled and cannot be segregated without 
changing its original character.96 

 



    (4) Observations on BALCO 
 
 The BALCO majority opinion reflects a microcosm of search and seizure issues in the 
electronic age.  It is also a cautionary tale that illustrates all too well how innocent third parties 
can suffer at the hands of an overreaching Government.  First, BALCO demonstrates how 
manipulation of the means for compelling ESI – through the one-two punch of subpoenas and 
search warrants – effectively precluded the affected parties from challenging the scope of 
production or preventing the disclosure of private and privileged information. 
 
 Second, the Government’s review of data outside the scope of probable cause allowed the 
Government to secure additional search warrants that it could not have obtained absent the 
sweeping “seizure and search.”  And even if the warrant could have been read to authorize the 
seizure of data without a showing of probable cause – which was the case for all data unrelated 
to the ten named MLB players – the warrant should have failed for lack of particularity.  Under 
the majority’s standards, any warrant encompassing ESI in a relational database will function as 
a general warrant and will allow the Government to seize all data on the target computer system. 
 
 Third, the majority opinion leaves the searched party with no means of redress under 
Rule 41(g), which allows for the return of property only if (a) the search and seizure is unlawful, 
or (b) the searched party has a superior need for the materials seized.  Under the majority’s 
theory, however, any warrant that authorizes the seizure of hardware necessarily permits a 
search of all data on that hardware.  Thus, in the majority’s world, there is no “unlawful” search 
or seizure under Rule 41(g).  Moreover, the Government can easily defeat the “superior need” 
argument by providing copies of the seized material to the searched party, which allows the 
Government to retain data (a) for which there was no probable cause to search or seize, and 
(b) was not identified with particularity in the warrant. 
 
 Finally, the majority’s proposal for ex post Magistrate review is of no assistance to third 
parties whose private information is compromised, because they may not know about the seizure 
and cannot, therefore, formally object to it. 
 

Yet for all its privacy-pulverizing sweep, BALCO is not a watershed case, representing 
as it does merely an amalgamation of theories and standards shared among many courts that have 
considered the search and seizure of ESI.  And because BALCO was a pre-indictment case, it did 
hold out some hope, however minimal, that the searched party could retrieve data beyond the 
scope of the search warrant before the Government used it to issue indictments.  Following 
indictment, the standards governing the “return of property” are even stricter. 
 
  2. Post-Indictment Challenges 
 
 Although Rule 41(g) relief may be available to a criminal post-conviction,97 an indicted 
party seeking to suppress the results of an unlawful search or seizure must rely on Federal Rules 
of Criminal Procedure 41(h) and 12.98  Unlike a Rule 41(g) motion, a Rule 41(h) motion to 
suppress requires an illegal search or seizure, though it permits the suppression both of 
contraband and of items to which the movant has no legal claim of ownership.99  Rule 41(h)/12 
motions to suppress must be filed prior to trial, or the objection is waived.100 



 
While Rules 41(h) and 12 do not, themselves, specify any grounds for suppression, 

established case law makes clear that any relevant constitutional violation provides such 
grounds.  In the context of ESI, that means the Fourth Amendment.101  Although a full 
examination of Fourth Amendment jurisprudence is well beyond the scope of this article, it 
should suffice to say that the constitutional dimensions of a Rule 41(g) analysis – as adumbrated 
above – are the same as those for a Rule 41(h) analysis.102 

 
Thus, where the Government obtained a warrant, the defendant bears the burden of 

proving an illegal search or seizure.103  Even if the defendant proves an illegality, however, the 
Government may still avoid suppression by establishing facts to support the “good faith” 
exception to the exclusionary rule.104  In the absence of a warrant, the Government must 
establish an exception to the warrant requirement,105 just as the Government bears the burden of 
demonstrating voluntary consent to search.106 

 
If the defendant succeeds in his burden, or the Government fails in its, the court may 

suppress not only the illegally-obtained evidence, but also any subsequently-obtained evidence 
that derived from the primary, “tainted” evidence (the so-called “fruit of the poisonous tree”).107  
Before the court bars this secondary evidence, however, the Government will have an 
opportunity to establish one or more of the three exceptions to the exclusionary rule:  
independent source;108 inevitable discovery;109 or attenuation (“purging the taint”).110 

 
Adding to the complexity of Fourth Amendment jurisprudence – based as it is on notions 

of “reasonableness” – is the concept of “severance,” whereby a court, in the face of a motion to 
suppress, can merely sever those portions of a warrant deemed constitutionally inadequate and 
suppress only that evidence that relates to the severed parts.111  Thus, even facially invalid search 
warrants may, in part, be salvageable.  (What is less clear is how the courts would order the 
return or suppression of intermingled data seized under the invalid portion of a warrant, in light 
of their seeming inability to segregate such data when overseeing the seizure of ESI.) 
 
 E. Summary 
 
 As the foregoing makes clear, a client faced with a search warrant for electronically-
stored information can exercise virtually no control over the process, either during or after 
execution of the warrant.  First, there is a substantial government intrusion onto the client’s 
property, and the client has no ability to challenge (or, God forbid, to obstruct) an ongoing 
search.  Likewise, the client has no ability to negotiate the terms of the warrant before the 
Government seizes the client’s data. 
 
 Second, the client has no contemporaneous ability to segregate – and to avoid producing 
– irrelevant, privileged, and/or otherwise protected information that is “intermingled” with 
responsive data in its computer system. 
 
 Third, the client cannot track the seizure of ESI, unless it receives an exact copy of the 
information the Government seizes.  Nor can the client label seized materials in order to track 



the Government’s use thereof in any continuing investigation or prosecution.  Furthermore, the 
nature of ESI virtually ensures a broad seizure and an off-site search. 
 
 Fourth, once the information leaves the client’s premises, the client has essentially no 
control over its use, both because existing law seems to favor broad electronic searches, and 
because the law provides innumerable loopholes that allow the Government to retain, and use, 
information outside the scope of the warrant. 
 
 Fifth, the client does not suffer alone.  Third parties affected by the search and seizure 
may never learn of it, fail to object to it, and, possibly, suffer adverse consequences should the 
Government ever disclose their private data, or use it against them. 
 
 In sum, clients facing search warrants for ESI confront overwhelming odds that can keep 
them on the defensive throughout a government investigation (and, perhaps, a prosecution). 
 
 F. “To The Barricades:”  Possible Solutions to Overly Broad Seizures112 
 
 Although there is no foolproof method for protecting your clients against the possible 
ravages of an ESI search warrant, there may be ways to ameliorate the pain.  We address them 
below, in ascending order of aggressiveness. 
 
  1. DOJ’s Self-Imposed Limitations 
 
 As noted in the BALCO decision, DOJ has promulgated guidelines that could, in theory, 
help protect clients from “third party” search warrants.  These DOJ guidelines – which appear 
both in the Code of Federal Regulations and in the United States Attorneys’ Manual – address 
methods for obtaining documentary materials from non-target third parties.113  The first salient 
principle admonishes investigators not to use search warrants to obtain third-party information, 
unless the use of a grand jury subpoena would somehow jeopardize an ongoing investigation.114 
 
 The second salient principle advises investigators not to use search warrants to obtain 
documentary materials from attorneys, physicians, or clergy members – where the risk of 
sweeping up privileged information is substantial – unless (a) the use of a subpoena would 
substantially jeopardize an ongoing investigation; (b) the materials sought are vital to the 
investigation; and (c) the investigators obtain the necessary approvals within DOJ.115 
 
 The third salient principle appears not in the “guidelines,” but in the DOJ Manual, 
wherein DOJ directs Government agents to include an “explanation of the search strategy” in the 
affidavit accompanying the search warrant application.  According to DOJ, this section of the 
affidavit should “explain what techniques the agents expect to use to search the computer for the 
specific files that represent evidence of crime and may be intermingled with entirely innocuous 
documents.”116  As stated in the Manual, the goal of this “search strategy” section is to preempt 
defense arguments that Government agents “flagrantly disregarded” the warrant during execution 
of the search.117 
 



 These provisions did not, however, prevent the situation in BALCO from occurring, nor 
do they afford any individual any rights as against Government agents.  Suffice it to say that 
most criminal defense attorneys would probably not feel comfortable placing the fate of their 
clients solely in the hands of Government investigators and prosecutors, however well-meaning 
these DOJ Manual principles might be. 
 
  2. The Search and Seizure Review Processes 
 
 Courts and commentators have suggested that “neutral review” of ESI could ameliorate 
the effects of overly broad seizures by screening out data that are privileged, beyond the scope of 
the warrant, or otherwise sensitive and not subject to disclosure.118  Possible neutral reviewers 
include DOJ “taint teams,” special masters, and U.S. Magistrate Judges. 
 
 “Taint teams” comprise Government agents and prosecutors who (a) are not involved in 
the investigation that led to the challenged search and (b) deploy a “Chinese wall” in order to 
avoid substantive contact with the active case agents and prosecutors.119  The courts are split on 
the value of taint teams.  While taint teams purportedly have the advantage of knowledge and 
speed,120 many courts have expressed discomfort with allowing the fox to guard the henhouse,121 
and criminal defense lawyers are not enamored of the process, either.122 
 
 “Special masters” are neutral third parties whom the court appoints to handle various 
(and, usually, intractable) discovery disputes.123  DOJ has criticized the pace at which special 
masters tend to work, presumably out of concern for the time sensitivity of DOJ 
investigations.124  It is unlikely, however, that criminal defense counsel would raise any 
objection to the use of a special master, assuming that their clients had access to the computer 
hardware, software, and data necessary to run their businesses while awaiting the special 
master’s review of seized ESI. 
 
 Although no one can reasonably quibble with the use of a U.S. Magistrate Judge to 
review seized data, the sheer volume of electronically-stored information in a typical computer 
search and seizure case makes it highly unlikely that the Magistrate would consent to undertake 
the task.125  It would appear that in the BALCO case, however, the majority did not afford the 
Magistrate the opportunity to decline.126  Although Magistrate review is the best outcome for the 
client in the current legal environment, it is also the least likely to occur, given the technological 
and logistical obstacles to a “filtering review” of voluminous ESI. 
 
  3. Potential Proactive Steps 
 
   a. Data Segregation 
 
 The less “aggressive” of the proactive steps – and one that clients should consider taking 
simply as a matter of good document management policy and procedure – is the electronic 
segregation of privileged data, as well as of data implicating significant privacy concerns.  As a 
logistical matter, this may involve a number of coordinated actions, depending on how 
“progressive” the client is in its document management philosophy. 
 



 First, the client should prepare or update a written document retention policy that 
includes the management of electronically-stored information.  A proper document management 
policy requires input and cooperation from management, in-house counsel, IT personnel, and 
records management personnel.  At base, the client must know (a) what types of information it 
generates; (b) where that information is stored; (c) how it is stored; and (d) who has knowledge 
of the foregoing facts. 
 
 Second, the client must educate both management and employees on company policy and 
its implications.  Training, handbooks, and human points of contact are vital, as are mechanisms 
for ensuring compliance with document management policies, so that the client can avoid 
questions about its conduct in the event of a government investigation.  Notably, the destruction 
of data, if conducted in compliance with company policy, can save the client both money and 
logistical headaches and can help defeat charges of obstruction or spoliation. 
 
 Third, the client should assemble an ESI crisis management team with an emergency 
response plan.  The team should include management, legal, IT, and accounting personnel.  
When a crisis – such as the receipt of a grand jury subpoena duces tecum or a search warrant – 
arises, the team should ensure immediate notice to those who know how and where the company 
is storing potentially relevant ESI.  The team should also arrange the immediate suspension of 
automatic data destruction procedures and the circulation of preservation notices (a/k/a “holds”).  
Once it has taken these steps, the team should contact counsel and begin implementation of its 
crisis plan. 
 
 Finally, and most importantly, the client should consider proactive efforts to segregate 
privileged and otherwise protected data from non-privileged and routine data.  Internal IT and 
outside consultants can address the technical feasibility of various proposals.  For example, the 
client could store the files and e-mail of in-house counsel on a separate server to facilitate 
privilege review.  Similarly, employees could code all privileged and protected information (such 
as medical records) for ease of identification in the event of a government demand for data.  
Even if the Government winds up seizing all of this ESI, the prior segregation will bolster the 
client’s position when it seeks return of the segregated data and will assist the client in crafting a 
post-seizure review process that maximizes its chances of preserving the sanctity of privileged 
and private ESI. 
 
   b. Data Encryption 
 
 The more “radical” approach to ESI “self-help” is the encryption of privileged and 
otherwise protected data within the client’s computers or computer network.127  Data encryption 
comes in many forms, but, at base, all encryption systems require encryption codes (typically 
from software) and encryption keys (e.g., symmetric, public, one-time pads).128  The goal of any 
encryption program is to prevent unauthorized persons from accessing the client’s privileged and 
protected ESI.  In the eyes of the client, such “unauthorized persons” may include a federal grand 
jury or federal law enforcement agents.129 
 
 Let us suppose, then, that the Government has executed a search warrant at your client’s 
place of business and has seized both unencrypted files (e.g., routine business records) and 



encrypted files (e.g., privileged materials and personal medical information) for off-site review.  
Let us further suppose that the Government could not locate, and, thus, did not seize, the key for 
your client’s encrypted files.  At this point, the Government has three options.  First, it can send 
the client’s encrypted data to its super-computer-equipped laboratories and endeavor to break the 
encryption, which, depending on the encryption method utilized, could be extraordinarily 
difficult and time-consuming.130 
 
 Second, the Government can serve a grand jury subpoena demanding production of the 
key, either by way of testimony or by way of physical production of a document containing the 
key.  The result of this endeavor will depend on the status of the client.  If the client is an 
individual, she may assert a Fifth Amendment right to refuse to divulge the key, either orally or 
in writing.131 
 

With respect to an oral disclosure, there is, to the best of the author’s knowledge, no 
legal precedent that would require the client to testify against herself under these circumstances.  
In fact, one recent case specifically upheld an individual’s right to withhold a computer drive 
encryption password from the Government, on the grounds that disclosure of the password 
would (a) reflect the individual’s thoughts and (b) demonstrate control over, knowledge of, and 
the authenticity of, the potentially incriminating information within the computer drive.132  With 
respect to the written disclosure of a pre-existing document embodying the key, the individual 
client should enjoy “act of production” immunity, under the same rationale applicable to an oral 
disclosure.133  At a minimum, an individual client has a powerful Fifth Amendment argument 
against a subpoena that seeks her encryption key.134 
 
 If the client is not an individual, but a legal entity, it has no Fifth Amendment rights and 
cannot, therefore, refuse to comply with the subpoena.135  Indeed, the U.S. Supreme Court has 
rather emphatically denied Fifth Amendment protection to corporate business records.136  But all 
is not lost.  If the Government serves a subpoena for production of the encryption key, the 
corporate client may negotiate with the Government regarding the withholding of privileged 
materials and/or move to quash the subpoena under Rule 17.137  By doing so, the client will have 
secured at least some level of ex ante review, an outcome it could not have achieved if the 
Government had simply seized all of its unencrypted computer data pursuant to a broad search 
warrant.  The existence of the subpoena may also provide third parties with notice and an 
opportunity to object to the compelled disclosure of their protected information, a situation that 
did not obtain – to the great detriment of such third parties – in the BALCO case.138 
 

Third, even if the Government never serves a subpoena, it can still negotiate with the 
client, or with you, over an appropriate protocol for a search of the client’s ESI.  Having gone 
through the dual processes of segregation and encryption, the client will be in an excellent 
position to establish that the encrypted information is protected from disclosure and to insist that, 
to the extent the Government wants proof of that protected status, the client will produce the data 
only to a neutral third party for review.  In this manner, the client may achieve through 
encryption that it which it could not achieve through Rule 41 or through the Fourth Amendment 
to the United States Constitution.139 
 



III. CONCLUSION 
 
 Times have changed, but the rules of the game have not.   In the digital age, for reasons 
both legal and logistical, clients whose premises are searched will quickly lose control over their 
ESI, including irrelevant and/or protected information that should not be in the hands of the 
Government, however well-meaning its agents may be.  The problem is compounded for third 
parties, who may never know of the search and will, therefore, have no ability to protect their 
confidential information, as the BALCO case amply demonstrates. 
 
 There is no perfect solution to this situation.  The case law is not developing in the right 
direction, and Congress has yet to act to prevent this creeping invasion of our cherished 
privileges and protections.  But is all resistance therefore futile?  Might not careful ESI 
management, the judicious use of existing technology, and ex ante appeals to the courts interpose 
at least some obstacle to the wholesale seizure of our clients’ protected data?  Can self-help level 
the playing field in what is now a lopsided game?  Although the Government’s power in this area 
is undeniably vast, we are not without arrows in our quivers.  This article, it is hoped, will assist 
you in deciding which ones to fit to your bow. 
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